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Abstract—Pervasive computing integrates gazillions of per-
sonal devices, which track the most varied aspects of a citizen's
online routine, usually backed up by cloud-based systems, that
have been engineered to deal with large amounts of raw data. It is,
however, feasible to perform behavior characterization ina non-
intrusive and pervasive way, derived from the natural wireless
footprint that mobile devices leave on the network. In order
to assist in the development of this line of thought, this paper
provides a characterization study of such wireless footprint,
derived from traces obtained from a non-intrusive sensing tool
that resides solely on the end-user device. We give insight into the
dynamics of both individual and correlated wireless footprints in
time and in space.

Index Terms—mobility analysis; social mobility behavior; per-
vasive sensing; wireless networks.

I. I NTRODUCTION

The introduction of new, cooperative technologies and in
particular of low-cost wireless access, allowed the regular
citizen to pro�t from the Internet as a commodity. This
pervasive access is giving rise to Internet architectures that
seem to spread in a grassroots way,User-centric Networks
(UCNs)[1], [2]. In these networking architecturesthe Internet
end-user is a dynamic person exhibiting frequent roam-
ing patterns, and owning/carrying one or more portable
devices with good multimedia support.This implies that
most of the mobile devices (cellular, wireless) that have taken
part on the Internet up until now as plain end-user devices,
today can also be seen as networking nodes, having a role
on the network operation. Hence, the movement that these
devices exhibit impacts the underlying connectivity modelas
well as the overall network operation. Hence, being able to
characterize such movement and also to estimate potential
individual as well as aggregate movement is a requirement
from the perspective of networking science evolution. This
need goes beyond the integration of movement prediction
and/or anticipation mechanisms in the network operation e.g.,
in routing or mobility management. In fact, roaming behavior
is becoming more relevant, and today, due to an extensive
effort derived from several initiatives as well as from extensive
and wide traces collections, it is globally accepted that there
is a relation between social behavior and the user's roaming
behavior. It is the social behavior that assists in de�ning future
user movement, both from an individual perspective, and from
a group perspective.

This paper is focused on the context of characterization
of human routine, based on the digital wireless footprint

that is left by any wireless enabled device, in a way that is
self-contained and not intrusive. Based on our own software
tool, PerSense Mobile Light1, the end-user devices sense
relevant data from both individual and collective sources
(small groups), data which in our opinion can be applied to
infer aspects concerning one's personal roaming routine. The
tool captures aspects of personal roaming routine based on
wireless network visits, as well as derived from contacts to
other devices via direct short-range wireless systems (Wi-Fi
Direct). Such devices belong to persons that are not necessarily
acquainted with the owner of the device performing sensing.

The paper is organized as follows. Section II is dedicated
to related work. Our experimental study is provided in section
III, and the paper is concluded in section IV, along with a
description of the follow-up actions of this study.

II. RELATED WORK

Within the context of cellular works, there are several
studies dedicated to movement prediction. Several techniques
have been considered, for instance, prediction based onSignal-
to-Noice (SNR)ratio levels. Improvements have been consid-
ered, e.g. by adding a probabilistic selection based on geo-
positioning (GPS). Such related work fell short in terms of
adequately estimating movement, partially as it there was not
a solid understanding on the Internet user roaming behavior.

In the most recent years, the availability of large-scale data
sets, such as mobile-phone records and global-positioning-
system (GPS) data, has offered researchers from various disci-
plines access to detailed patterns of human roaming behavior,
greatly enhancing our understanding of human mobility. Even
though this is a recent effort, we highlight that attempting
to capture social movement behavior is quite an old �eld of
work. One of the �rst works in this �eld relates to human
mobility modeling concerning diffusion (epidemics) and was
based on the diffusion analysis of over one million dollar
bills [3], attempt which lead the authors to derive universal
properties concerning human mobility, which gave rise to one
of the most popular diffusion theories.

The extensive traces lead to a better understanding of social
movement, having given rise to a few mobility models with
roots on social network theory [4] [5].

In terms of human movement, Barabási et al. have been
active in giving insight into human movement patterns [6]. As
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follow-up for this work, Song et al. recently provided data on
what degree is human behavior predictable [7] by studying
the mobility patterns of anonymous mobile phone users. By
measuring the entropy of each individual's trajectory, they
have found that there is a 93% predictable behavior across
the studied universe.

Our work is based on social mobility modeling characteris-
tics and in particular on the notion that user roam based on the
notion of shared interests. We shall explain this aspect better
in the next section.

III. H UMAN WIRELESSROAMING STUDY

This section covers our study on human wireless foot-
printing. Some of the questions we wanted to answer con-
cerned whether or not wireless tracking would be enough to
characterize one's roaming behavior statistically; up to which
point users that share social daily af�nities (e.g. similarsocial
routines) would exhibit similar roaming based on wireless;if
the roaming routine could be characterized over time and space
with some granularity (e.g. days, hours minutes).

To look for answers to the mentioned questions, we have
considered the tool PerSense Mobile Light that resides solely
on each end-user device, we have captured data concerning
visits to wireless hotspots as well as to af�nity networks
of a user, between the period of November 13th 2015 and
December 18th 2015, in Lisbon, Portugal. Some of the carriers
of these devices share af�liation (4 in 7). The extracted
traces hold information such as encountered and accessed
wireless hotspots (SSIDs and BSSIDs); duration of visits; geo-
positioning; whether or not the device was connected to a
speci�c hotspot, for how long and for how many times. Our
study has considered time and spatial characterization. The
next sections describe the results obtained2.

A. Terminology

Throughout this section, avisited or encountered wireless
networkcorresponds to a wireless hotspot, and identi�ed by a
wirelessAccess Point (AP)SSID. While aconnected wireless
network or APcorresponds to a network that the user crosses
and attaches to (uses the Internet).

The distance between visited wireless networkshas been
computed based on the latitude and longitude of networks by
relying on the haversine formula, and is always provided in
meters.

Roaming timecorresponds to the time period during a day
(over 24 hours) when the device �rst gets connected to a
wireless network, until the device shuts down its wireless
operation for the day.Connectivity timecorresponds to the
time period during a day (over 24 hours) when the device
actually engages in Internet access via a wireless network.
Therefore, if during a day a device connects to two different
APs for periods of 1 hour, then the connectivity time for that
day is of 2 hours.

2
The full results, including comparative tables which couldnot �t into this paper due to space limitations is available

at http://copelabs.ulusofona.pt/scicommons/index.php/publications/show/871, DOI: 10.13140/RG.2.1.2789.4647.

B. Scenario A: Two Devices, Strong Similarity in Daily Ac-
tivities

A �rst set of experiments considers two devices carried
by users that share in their regular wireless routines some
visited wireless hotspots and social routine interests (e.g. share
af�liation; go to the same bistro), having carried the devices
around for a period of 4 weeks in November and December
2015. Both devices are Android 5.1 smartphones with our tool
installed. This experiment was set to understand whether ornot
there is a roaming pattern for users based on wireless visited
access points, and to characterize such roaming patterns in
statistical terms, both in time and in space.

1) Time Characterization :Figure 1 provides results con-
cerning the time analysis of user1 roaming routine for a period
of 24 hours, different days of the week. The experiment has
been run during 28 days. In all charts, the X-axis holds
corresponds to 1-hour periods, while the Y-axis holds the
total number of encountered wireless hotspots (including the
ones the device connected to), which are identi�ed by their
BSSID. This �rst characterization has as intention to under-
stand whether or not there is a pattern in terms of encountered
APs per day and speci�c time period for a speci�c user. Each
sub-�gure then corresponds to a speci�c week on the 28 day
observation period. Hence, Figure 1 a) illustrates the results
achieved for user1 during the �rst observation week. In this
chart we can see that there is a speci�c time routine, that
usually starts around 7 a.m. and ends around 11 p.m., holding
peak usages between 9 a.m. and 11 am; 1 p.m. and 3 p.m.;
6 p.m. to 9 p.m. The daily patterns exhibit similarities for
working days, and there is a day with lower usage, Sunday.
There is one day where the crossed wireless networks is
signi�cantly higher (on this speci�c week: Wednesday). In
average, the user encountered 300 to 400 wireless hotspots on
each hour period, for each day.

Figure 1 b) provides results for the second week. In compar-
ison to the prior week, there has been an increase in visited
hotspots, which is simply a consequence of the movement
habits of this speci�c user. The encountered wireless networks
pattern seems to be similar to the one observed for week
1, a.m. . to 3 p.m.; 6 p.m. to 9pm). A day in the week
exhibits lowest usage, Sunday. However, the day where the
user exhibited more usage is now Thursday (while in the
prior week it was Wednesday). For the remainder two weeks a
similar pattern is noticeable: roaming routine between 9.a.m.
and 11p.m. with three observable and similar peeks for all
days; one day with increased usage; Sunday with the lowest
usage.

We have considered in this experiment a second user, user2,
being results provided in Figure 2. The daily roaming pattern
exhibits similar daily properties: it starts between 7 a.m.to
8 a.m. and holds three peeks (9a.m.to 11 a.m.; 1 p.m. to 3
p.m.; 5 p.m. to 9 p.m.). Then, the day exhibiting least usage
is Sunday, while there is a day where the usage increases
(Monday usually for this user).

Let us now look to the daily pattern ofroaming timevs
connectivity time, as shown in Figure 3a, where the X-axis
again holds the 28 days observed, and the Y-axis holds time. In
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(a) Week1.

(b) Week2.

(c) Week3.

(d) Week4.

Figure 1: Scenario A, roaming pattern per hour for user1, four
weeks.

terms of roaming times, both users exhibit a very close pattern
where in average the roaming time is between 15 hours and
18 hours. This means that out of 24 hours, the devices have
wireless coverage for around 15 hours.

The roaming time correlation is quite strong. The connec-
tivity time does exhibit a close correlation also, even though
it is not as strong as the roaming time. Furthermore, this
experiment tells us that the roaming routine of users today
seem to be longer than the one currently being applied in
modeling, reaching in average sixteen hours, instead of the
preferred eight hour period. For modeling purposes, there are
at least three distinguishable usage peaks which should be
considered and which seem to be tied to the daily habits of
people. This is relevant not only in terms of modeling; it
also shows that tracking and monitoring via Wi-Fi is today
achievable with a sound level of accuracy.

2) Spatial Characterization:The spatial characterization
of human wireless roaming routine embodies multiple as-
pects, of which we have considered two: i) distance traversed

(a) Week1.

(b) Week2.

(c) Week3.

(d) Week4.

Figure 2: Scenario A, roaming pattern per hour for user2, four
weeks.

between crossed wireless networks (average, minimum, and
maximum); ii) encountered and connected hotspots. The aim
is to understand whether or not tracking is achievable also
in terms of the spatial routine of users, and up to which
point users visit new networks, or are they regularly hopping
between the same wireless networks.

Again considering the experiment with two users, user1
and user2, Figure 3b characterizes maximum and average
distance �ndings in terms of distance between two consecutive
encountered wireless hotspots, where the X-axis corresponds
to the 28 days observed (day 1 being a Friday), and the Y-
axis corresponds to distance in meters, shown in a logarithmic
scale. In the �gure, the minimum distance is not illustrated, as
it has been found to always be 0.9 or 0 meters, possibly due to
the way the Android fused location API provides information
concerning overlapping APs (e.g., APs in the same building).
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(a) Roaming time characterization: total roaming and totalconnected times.

(b) Distance characterization.

(c) Encountered vs. connected hotspots.

Figure 3: Scenario A results.

The observed distances are similar for both users in terms of
maximum (around 10km) and minimum (0.9 meters). Average
path distances between two consecutive wireless hotspots
are also similar. On days 9 and 10 (a weekend), user 1
had the device on the same position, and hence distances
between visited wireless networks were null. Days 23 and
24 (corresponding to a weekend) exhibit higher average and
maximum distances, which is a consequence of larger paths
being traversed (unusual patterns for both users). In termsof
maximum and average distances and as illustrated in Figure
3b, there is a similar pattern. Relevant to highlight is thaton
weekends (days 2,3; 9,10; 16,17; 23,24), despite the fact that in
terms of time there is a lower usage, the distances are actually
similar to the distances observed in working days.

Let us now analyze the number of wireless hotspots that
users have encountered daily vs. the ones that the users
have connected to. Figure 3c provides such results for the
experiment run for both users 1 and 2.

The total number of APs encountered during visits is similar
for both users, and quite high: as shown in Figure 3c, in
average both users cross over 1000 wireless networks. What
is interesting to reveal is that despite the density, both users
exhibit patterns where they daily connect to a maximum of 6
APs, which is a huge discrepancy in comparison to the APs
available. Based on the traces obtained, we can state that this
is not just a consequence of having most APs closed; in fact,
this discrepancy actually relates to the daily activity of the

users, as can be seen in the networking analysis in section
5.1.3. The average encountered wireless networks is quite high
and exhibits a strong correlation. The sum provided for both
encountered and connected wireless networks corresponds to
the period of the 28 days, with an impressive 28268 networks
for user1 and 23250 wireless networks for user2. As for
connected networks, both users share similarity, connecting
in average to 4-5 wireless networks per day. The maximum
number of connected networks observed was between 14-16.

C. Scenario B: Two Devices, Low Similarity in Daily Activities

On a second set of experiments we have analyzed the
behavior of two devices that have a low similarity in daily
activity. The users carrying the devices are user2 (from the
prior experiment) and user3. Users share af�liation partially,
i.e., they are on the same af�liation place for circa 4 hours
per day. The traces have been collected for one week, from
27.11.2015 to 03.12.2015. user2 carries an Android 5.1 smart-
phone device, while user3 carries an Android 5.0 device with
our tool installed. We have again analyzed their wireless
roaming routine and characterized it both in time and space.

1) Time Characterization :Figure 4a, provides the daily
patterns ofroaming timevs connectivity timefor both users.
The X-axis holds the 7 days observed (day 1 corresponding
to Friday 27.11.2015), and the Y-axis holds time.

In terms of roaming times, both users exhibit periods above
15 hours, meaning that out of 24 hours, the devices have
wireless coverage for over 15 ours. From a pattern perspective,
there is again a reasonable correlation level. The connectivity
time exhibits a close correlation also.

When comparing to the results extracted for two users that
share a strong correlation in terms of daily routine, it is
relevant to highlight that the results are similar to the ones
obtained on the last experiment in terms of roaming times
(routines over 15 hours) and connected times (over 8 hours
per day).

2) Spatial Characterization:For this experiment we have
also analyzed the distance traversed between crossed wireless
networks (average, minimum, and maximum) as well as en-
countered and connected hotspots. Figure 4b characterizesthe
maximum and average distance �ndings in terms of distance
between two consecutive encountered wireless hotspots, where
the X-axis corresponds to the 7 days observed (day 1 being
a Friday), and the Y-axis corresponds to distance in meters,
shown in a logarithmic scale.

From Figure 4b, the observed distances are similar for both
users in terms of maximum (around 10km) and minimum
(0.9 meters). Average path distances between two consecutive
wireless hotspots are close but not always similar (Saturday
and Tuesday).

The average distances between wireless networks are again
quite small (hundred meters) and show that the paths traversed
have a strong density, relevant in terms of wireless tracking.
The maximum distances observed between wireless networks
are also small. Differences arise, however, in terms of distance
sum between user2 and user3, a natural consequence of the
path diversity that the users may cross.
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(a) Roaming time characterization: total roaming and totalconnected
times for user2 and user3.

(b) Distance characterization for user2 and user3.

(c) Encountered vs. connected hotspots for user2 anduser3.

Figure 4: Scenario B results.

Let us now analyze the number of wireless hotspots that
users have encountered daily vs. the ones that the users
have connected to. Figure 4c provides such results for the
experiment run for user2 and user3.

The total number of APs encountered during visits is
similar for both users, and again signi�cantly high, reaching
over 1000 wireless networks in some days (e.g. Saturday for
user2; Monday for user3). The number of connected wireless
networks shows again a huge discrepancy in comparison to
the APs available. Similarly to what happened in the last
experiment, we analyzed if this could be just a consequence of
closed APs. In fact, the reason for this behavior relates with
the roaming routine of the user, as we observed that users
connect to the same wireless networks over time repeatedly.
The average encountered wireless networks is quite high and
exhibits a strong correlation, even though such correlation
is not as signi�cant as in the prior experiment, where users
exhibit a strong similarity in daily habits. However, for the
case of connected wireless networks, the statistical analysis
shows that the correlation is weaker.

The sum provided for both encountered and connected
wireless networks corresponds to the period of the 7 days
for both users is still impressive. user2 crossed 5950 wireless
networks, having used 41 (even though these are the same

wireless networks, as the user relies on average in 5 to
6 wireless networks). While user3 crossed 2910 wireless
networks, having used 11 (even though in average the user
prefers 2 speci�c wireless networks).

D. Scenario C: Multiple Devices, Partial Similarity in Daily
Routine

On a third set of experiments we have considered 5 different
devices with Android and our tool having collected data for a
period of 7 days, from 11.2.2015 to 18.12.2015, being users
user1, user2, the users from the previous experiments. All
users share af�liation partially, i.e., they are on the same
premises together for around 5 hours per day. Users have been
selected in terms also of their wireless roaming experience,
namely: user1 and user2 are users heavily connected; user4 is
an average connected user; users 6 and 7 exhibit low wireless
usage.

1) Time Characterization :Figure 5 shows the daily roam-
ing patterns for each user, for the period observed. The higher
usage intensity is observable for users user1 and user2, while
the lower usage is seen for user6 and user7. These users
seemed to have the device off during weekends, as no readings
were obtained for that period. Nonetheless and for the repre-
sented days, the daily roaming patterns can be characterized
by having 3 distinct periods as well as by reaching a lower
usage on weekends, in particular Sunday, and for having one
particular weekly day where usage is higher.

Figure 6a, provides the daily patterns ofroaming timevs
connectivity timefor both users. The X-axis holds the 7 days
observed (day 1 corresponding to Friday 27.11.2015), and the
Y-axis holds time. The difference in terms of wireless usage
shows that the routine of heavily connected users is in average
above 15 hours, while the routine for the users (user6, user7)
less engaged in wireless roaming can be as low as 2 hours
per day. This is also a consequence of the fact that user6 and
user7 had their devices off during weekends as can be seen in
Figure 5, and is an aspect that requires more traces to allow
us to better understand the time differences between low and
high wireless usage.

2) Spatial Characterization:For this experiment we have
then analyzed the distance traversed between crossed wireless
networks (average, minimum, and maximum) as well as en-
countered and connected hotspots. Figure 6b characterizesthe
maximum and average distance �ndings in terms of distance
between two consecutive encountered wireless hotspots, where
the X-axis corresponds to the 7 days observed (day 1 being
a Friday), and the Y-axis corresponds to distance in meters,
shown in a logarithmic scale.

From Figure 6b, the observed distances across all users
have differences, even though all of the captured maximum
distances are signi�cantly higher. We highlight the fact that
in some days some devices did not have our tool running for
some periods, as can be seen in the chart provided in Figure
6b.

The average distances between wireless networks are
nonetheless again quite small (hundred meters) and show that
the paths traversed have a strong density, relevant in termsof
wireless tracking.
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(a) User1 daily roaming pattern.

(b) User2 daily roaming pattern.

(c) User4 daily roaming pattern.

(d) User6 daily roaming pattern.

(e) User7 daily roaming pattern.

Figure 5: Scenario C, weekly patterns for all users.

The greater variability is observable in the maximum dis-
tances. This seems to be a consequence of the fact that in some
days some of devices seemed to be off, and not necessarily
a consequence of the path diversity that the users may cross.
We intend to better analyze this aspect in already ongoing
research.

Let us now analyze the number of wireless hotspots that
users have encountered daily vs. the ones that the users
have connected to. Figure 6c provides such results for the
experiment run for user2 and user3.

(a) Roaming time characterization: total roaming and totalconnected times.

(b) Distance characterization.

(c) Encountered vs. connected hotspots.

Figure 6: Scenario C results.

The total number of APs encountered during visits shows
the usage difference between users per day. The number of
connected wireless networks shows again a strong discrepancy
in comparison to the APs available. For this experiment thisis
both a consequence of the daily routine of users, as well as a
consequence of the fact that some readings were not obtained.

The sum provided for both encountered and connected
wireless networks corresponds to the period of the 7 days for
all users is still signi�cant and shows that even for the cases
of users that attain a low wireless usage footprint, tracking is
achievable.

IV. CONCLUSIONS ANDFUTURE WORK

This paper provides a study concerning wireless roaming
footprints, based on a proprietary tool which is carried in an
end-user wireless enabled device. All of the collected data
remains in the device. We have analyzed collected traces3 for
one month, for multiple devices. Our purpose was to assist ina

3Traces collected will be made available via the UMOBILE project, in
CRAWDAD and are available via request to the authors as well.
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better characterization of the human roaming routine basedon
visited wireless networks, and to understand if such footprint
can be correlated with the daily (social) human routine.

In terms of wireless networks having the conditions today
to assist in reliable tracking, our initial study points into that
way. The �ndings also show that there is a concrete daily
wireless routine, with meaningful statistical properties. Our
study shows that networking modeling needs to take into
consideration a time and spatial characterization of roaming
routines. In terms of time, it is relevant to model such routines
based on a roaming routine of 15 hours out of 24 hours,
assuming average usage. Then, it is also necessary to consider
users that do not connect as long and consider values such
as the ones collected, e.g. 2 hours out of 24 hours. A second
relevant time characterization aspect to consider is the fact
that daily users exhibit three different higher usage periods,
and that these periods are in average of 2 to 3 hours (e.g.
early morning; lunch time; late afternoon). It is also relevant to
integrate the notion that the roaming periods are signi�cantly
higher than the connected periods, and that the latter seems
to be, in average, between 2 and 8 hours. A third relevant
time characterization aspect that needs to be integrated into
wireless networking dynamics is the fact that over a weekly
period, users consistently exhibit a day (usually working day)
with a signi�cantly higher usage, and a day (usually Sunday)
with a signi�cantly lower usage.

In what concerns our initial spatial characterization of
human wireless routines, distances and density in terms of
encountered vs. connected wireless networks are aspects that
need to be integrated into wireless networking dynamics. In
particular, it is essential to consider that paths traversed daily
include thousands of way points that are at close distance
(from 0.09 meters to hundreds of meters). It is also relevant
to consider that the maximum distances are in the range of
10km, but may reach daily hundreds of kilometers, while the
average distances are consistently in the order of hundredsof
meters.

As ongoing work, we are extending our analysis to inte-
grate more traces, not only involving more users, as well as
involving users worldwide, more variability in demographics
as well as in terms of social routine.
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